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Introduction
The internet and social media have become a global mainstay in the way people interact and communicate on a daily basis. With the constantly increasing capabilities of internet compatible electronic devices, such as cell phones, smart phones, and tablet personal computers, the global community has an expectation to be able to instantly communicate with family, friends, and colleagues, virtually unimpeded regardless of physical location.
This ability to instantly and effectively communicate has not only benefited United States' service members and operational commanders, but has also benefited insurgent and terrorist organizations. This ability to communicate globally, when viewed operationally, has caused social media to become another element of the joint operating environment and is something military commanders must consider as both an asset and a possible critical vulnerability.
Left unchecked social media can be a critical strategic and operational vulnerability that can have an impact on operational success if it is not protected and used properly. Operational commanders must be aware of the advantages and disadvantages of social media and have safeguards in place to ensure it does not become a vulnerability.
The internet and social media have created several advantages for both the general public and the military. Collaboration and information sharing has been made easier; data storage and instant access has created a repository of resources that can aid in decision making; and ease of communication throughout the globe has become the norm. Social media has even proven to be an asset during humanitarian assistance and disaster relief operations assisting both first responders and to inform the general public. Social media platforms, such as Facebook, MySpace, Twitter, and a host of others, are global and a factor of everyday life. For example, according to Facebook' When the DoD wide ban was lifted regarding social media access, the intent was to provide service members a way of communicating the military message to the public;
provide a resource to stay connected with family members and friends; and simply serve as part of the overall DoD messaging mechanism. An additional consideration was the desire for DoD to leverage the benefits of social media. Much of the guidance that was published ensured operational security was not breeched; inappropriate content was not posted that would harm the reputation of the service; and stressed the importance of good judgment when posting information on the internet. The policy and guidance, though fairly specific, did not cover everything. 
Advantages of Social Media
There are many advantages to using social media, to include personal, professional, and organizational. There are also advantages at the tactical, operational, and strategic levels of command. still has the strategic corporal, except now that corporal has access to Facebook, MySpace, Twitter, and has a smart phone to take photos. How does the military ensure the new generation of strategic corporals make the right decisions when it comes to social media and the posting of comments and photos on the internet?
Conclusion
Military commanders and senior leaders have taken small steps in harnessing social media, but there is more to be done. Social media can have positive effects both on the home front and in an operating environment and it has to be used as more than a tool to post news stories. Commanders, or those delegated the responsibility, have to be engaged with social media and the content that is published, as well as engaged with their audiences. In order to fully leverage social media, commanders have to be trained on its use and its potential impacts, just as they would be trained on any other new weapon.
Commanders can avoid the adverse implications of the strategic corporal unintentionally, or intentionally, posting inappropriate content by conducting indoctrination about the dangers and potential implications of inappropriate content early, and often, in the training pipeline. This could be started as early as when an individual enlists in the delayed entry program. In addition to mental and physical preparedness for recruit training, young enlistees should begin receiving training on ethics, to include proper conduct on social media as it relates to being a member of the profession of arms. This training must continue at recruit training, to include an introduction and overview of the services' social media handbooks. Training on social media should be reinforced through the curriculums of the services' leadership schools targeting mid-grade and senior level enlisted and officer leaders.
Without continually training and reinforcement of the training, nothing will change.
Social media can provide many benefits to commanders, but there has to be supervision, oversight, commander guidance, and enforcement. It is now part of the operating environment and must be considered as both an asset and potential vulnerability. It is a responsibility of all leaders to ensure subordinates understand what is to be accomplished via social media and to establish guidelines concerning content. It is up to the individual service member to exercise good judgment when posting either official or unofficial content on the internet. The expectations need to be explained, reinforced, and individuals must be held accountable for their actions.
